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Teaser for McEliece (Robert McEliece'78 ,
Standard ClassicMeEliece'24(?)

offer 128 bit security

publickey pl (hopefully)
-> n=3488

size ofG :-

↓ 011000-----

2720 .3488 bit
k22720 E i G * 9 MB

(comparewith
M RSA-4096)(

128-bit security : Best algorithm requires generator matrix over2

ciphertext
? 2128 steps classically , quantumly less.

epk
c = m . G +eEncryption :

"

Notion :#El
T

messaged error
,
small no. of onele
-



Linear Code
Weomit binary , sincewe always work with the binary fieldz .

E

Def : I (binary) linear code C is a subspace of "
Let k= dim (2)

.Any basis Ge
**
is called e generator matrix.

Notice that C= ExG/xe#*3 and therefore (C) = 2.
Great for Crypto : We compactly represent 2 codewords from(

with only kn bits.

Example : Repetitioncode R(3)

6-(11nn.O) EFEX3R (XnXn--Y2) .G = XuX,XuXzYuRn-.Katie



Hamming Distance

Def : Let xez"
.
We define the support of x as the set of 1-positions

supp(x):= &ieN /xi +03 . Supp (0110) = 22 ,
33

The Hamming weight of x is defined as no. of 1-positions
w(x) == /Supp(x)) . Wt(0110) = Z

The distance of x,ye is defined as no
. of different positions

d(x
,y) := w(x+y) .

d (0110
, 1000) =3



Distance of code

Def : Let C=F" .
Then the distance ofC is defined as ·
d(C)= min [d(c,<]

~ Determine TcCFCEC & (c) in O(ICP)
.

·.
We call Id relative distanceand rate ofC .

-&L
Theorem : Let Cc#2"bea linear code .

Then

(C) = min [ w(c)] = Determine inO((CI) .L

ceCIO]Etwo vector

Proof : "Let #'EC with minimal distance
.
min [c3 = min [d(,813

-d(C) = d(c
,c) = d(c+c,c+e)

= min [d(c,
<13

ceck0]

I
CECKOS c OEC

-d(c+c
,0 = W(c+) CHEC

I min Ech = d(C)



Hamming tall
Notation :I linear codeC with dim(C)=2 and (c) is denoted

In
,
k

,
d]-code. R(3) is an [3k ,

k
,
33-code.

Def: Let xe# and veIN .

TheHamming ball with center x and radius r is

BY(x ,r) = Eye *2 /d(x ,y) =r] .

We define the volume of is" (x ,r) as V (r) := /B"(x ,
wl)

BY (0110 , 1) 240110 ,
1110 ,

0010
,
0100

,01113 , VY(1)= 1+4 =5

Theorem : V (r) = E(n
Proof : There are (i) vectors in distance i of some center.



Entropy and Binomials suppresses constants suppress low-order (polynomial) terms
↓

Notation : In+ 2n+ 1 = 0(n2)
,
2n3 .2 = (24)

Fact(Stirling) : n != (2)
") Note than n = Inlogr

.
Growth of n ! is

tial in n .faster than exponen
Def : Let pl .Then

H(p) := -

p - logp-(1-p) · log(1-p) . - Binary entropy.

Theorem : (i)= (zH(=) -n)

Proof : (i) Seein mid int
- ((() = (2H(=-2)



Packing radius& unique decoding ·
TcIDef: LetC" bea code

.
C's packing radius is

L
·.

&

pr(D := may [B"(c ,
r) are disjoint for all <ech pres

Corollary : pr(C) = (4) . Promise problem : In crypto applications
/ we are often in B"(c,(l) by construction.L

Note : Every point in B" (c ,pr() allows for unique decoding toc.
d(R(3) =3 => pr (R(3) = 1

R(3) allows for correcting one error (per block) via majority decision.
010 - 000 , 011 -> 111



GV bound (Gilbert-Varshamoul
Theorem : There exists an In ,

]-code with distance d satisfying
H(!< 1-

↑
relative Prate
distance

Proofsketch : LetC have maximal k=dim() among all
linear codes

with distance d
.
Then
,UcB"(d-1,c)=

lotherwise we can add vetUBCdnctottelasis./B (d-1,e) /2ElB (d-1,d) = /CI .Volle I
~ 2k . 2 H( .n

=> H() 1-
.

Fact : Codes with randomGe
**" achieve max.

Distance H#)=1-



Juner Product

Daf : Let x ,y with inner product
T-##2 , (x ,y)k < x,y= xiyii=1

Facts : Symmetry : < X ,y =<Y ,* >

② Bilinearity <x+y ,27= 2X,
z7 + <y ,
z

③ ScalarAssociativity : <x
,y = <(x

,y = <X
,24 fora#2

Def : We call x,y orthogonal if<,> =0.

Exercise : Show that every x#"O is arthogonal to half of the vectors in#"
in I↑Lot of orthogonality T



Orthogonal Complement

Def : LetCF be a linear code
.
We dende the orthogonal complement of Cby

Ct =Exe#") <c,x
=0 for all <eC3 .

Example : Let C be generated by G= (18). Elements xeCtsatisfy
(1011 , > =0

-
I < 1001 , XC

=0& It +x I d
Why does the basis suffice?

=> Ct = 20000 ,
1001

,
0100

, 11013

generated by (8%8) Always a linear code?



Dual Code
n

EllTherem : CE is a linear code
,
called the dual code ofC.

Proof : O"E ↳
We show thatt

② Let x
, ye Ct .

Then we have for all CEC Ct is a subspace.

< x+4, =

# +4
= 0 = x+yet

Theorem : Let C
,
D be linearcodes with CED

.
Then D<C

.

Proof : xeDt = (x
,
d = 0 for all deD

=> <X, =0 forallceC
=> eCt



Parity CheckMatrix

Def : LetC be a linear code.Any matrixP is called parity check matrix
of C if C =Exe# /P-X= 03 . May define (viaGorP.

Let f: ,
X PX*

Theorem : Let C be generated by Ge#** Then ker(f) =C .

① C = Exe#/Gx=0]
,
i
.e.,
G is party check matrix of Ct.

② dim (CH = n-dim(c) = n-k

③ CH = C I

Proof : left as an exercise



SomeMcEliece implications n=3488

generator matrix G .

=270
-

IRecall : McEliece's ph is G
W

Problem : pretty large .

3488

Ideas : Take parity check matrix P .

n-4-768/
-

Save already factor of 20 = 4 in sizeS

compact->
② Take systematic form of P .

basis eliecepeT
I

Saves another 7682 bits
. ignora

Exercise : Show that a random matrix from#"* is
n-1

invertible with probability,T 1-i < 0 .
288

.



Equivalent codes

Daf : Let Chave basisGe*"

.

C'is equivalent toC if there exists an
nxninvertible matrix Seek and a permutation matrix PET such that-

2
-

2
anotherbasisof
Do -permutates columns,C'is generated by S . G.P.

i.e., codewort positionsY
performs row operations ,e .g. Gauss elimination

Notice : Equivalent codes have the same parameters In ,
2

,
d].

Exercise : Show that any C has an equivalent code with generator/
parity check makix in systematic form.



From generator to parity and vice versa) +Ex(n-2
-z

-

- T 177] Ell kxn
.

Theorem : Let C be generated by G = T
-k

-

z

- (xnThenP= [T T I Ell
C-k

is a parity check matrix for C.-n-k
-

z

⑭ jxk-Ene

Proof : Let C'be the code with party check matrixP.
We show C'Cvia

T① C'eC : -or every row gi of G we have Pgit = O,
since

its j-th entry is (anj -.. a20-1-.0) . (0 ...
1

--Dain---hinh
j · ↑;d

-hij + aij = 0 .

& -(n-k)xn
② dim(C)=dim(C) :( Las genera Elfor 1 -z

=> dim (C) = n-dim)C = k= dim (C).
k



Goppa Code

McEliece parameters : n=3488
,
+= 64

,
m= 12 Em= 12. 64= 768= n-E

① m defines the large fieldTim =#22 with 4096 elements .

② t defines the degree of the irreducible Goppa polynomial g(x)-#2m[x] , i .e,
g(x)= gixi , giem. implies n=2

M

③ defines the numbe of distinct Goppa points L=Ex ...,<n] m.

Definition : It Goppa code C of length n is
elegant I but not suited for
- defining a parity check matrixL

C(4
,9)=ce: =0 modglx e

Exercise : Check that (((
,g) is a code ,

i. .e., a subspaceof".



Towards a Parity CheckMatrix cancel Recall: g(x)= Bo+gex+ ...."gext
O

(i)
i t

Observe that- "Ki) mod g(x) .
Let g(x)= xiiX - Li Ei=0

-(i) =
gn(x-xi)+..- +gt (xt

-2t)
*- xi x-2;

i
=

31 + 92(x+xi) + 93(x2+ xix+x;2) +

... Gt(x+-+xixt2+ .-.+ Lit 1)

Codeword c= c9gki) g"(xi) has coefficiena Identity : P'c= Ot.

(
gt gt gt

N : Eigeg" (bil Pl Gentlegt gitange -- - Benthege) . ) gio cali i. i
t

gz
xt-2: Cilgen+ <igt) g" (i) get atge gut ...egt-gnt an
!

No: cilgitigzt <i2934 ... xit gtlg"Kior



gt gt

Pl= gent4ngt gentzgt --- Gt-1+Xngt( i. .
90

: ) (gioica
get- atge Gut ...egt-gntxgz
O

=>ps(ing) . Jared) . (gea ... landgr t-1

↑
investible

,can be omitted

SecretParity CheckMatrix
O IElNotice : Lig defines. T2-dn) . (gea gla Ta

n



McEliecePublic Key
Let Frm =#[4]/f(y) for some irreducible (overF2)f with deg(f) = m.

Then elements Bem can be written as B= Pot By ... Bmym with Biez

Def : Let Fin=Ey]/f(y) .
Then we call the map

#m =>F
, B = Bo+Bryt---

*Bay*** (Po , Be, -- ,Bm-n
the canonical embedding of Tim into

" (with respect to f) .

-

=Htmaln-t
Apply the canonical embedding component-wise on T :

↓ McElieceph
Ftan canonical#Ann systematic

P= (ItmIT))--

embedding - form

transformations should hide secret L,g



Towards distance

Def : T Y- or #
,

"

we define the Goppa syndrome of y as sy( :=I modg(x).
The support of y is defined as supply) = [itE1 , ...,n3/yi =13 . xy's 1-positions
The Goppa multiplier of yef" is defined as fy(x) := TsuppliX-4i) .

Corollary : (e((L
,g) c

=0modg(x)( Sc(x)= 0

&z
derivative of i-th term

Lemma : For yet" we have f()=Epply)Thesupply
jti

Proof : Tapply product formula of differentiation. (UVw)'= vvw+ ur'+uVi



Lemma : (e((L
,g) f(x) =0 modg(x)

Proof : From the previous corollary we have(((2,g) >Sc() =0 .

Since ((x)=π(x-xi) and g(x) is irreducible of deg (g) =t 1
, we
have

itsupp(c)

Moreover
,
S
, (x) - f(x) = <Ecol(1 ,g(x)

=

π (x-xj) = f(x) modlone(

itsupp(c) itsupp()Jesupp(c)
jt i

It follows that s((x) =0modg(x) (((x) =0 modg(x). El



Lemma : ((4
,g) = ((4

,g)
="Let < = ((( ,94). Then sc() =0 mod g2(x)

->Sc(x) =0 modg(x) = ce((L ,g)
42" : Let c + C((

, g). Then I'c() =0 mod g(x) . -
odd exponents
vanish

OLet f(x) = Eifixi-1 .

For even i we have ifix" =0 mod?

Recall that a +8=

=> f(x)=modfi(x)"=)E,gemit i.
(a+b) anda = aoverm.

Therefore f(x) is a square , implying that every irreducible factor
of filx) has to appear with even multiplicity. Thus gi(x(f(x)

I

Ef(x) = 0 mod() e ce((L ,2). E



Goppa code distance

Theorem : Let ((L ,g) be a Goppa code with deg(g) =t
.

Then &(C) <2t+1 .

Proof : Let ceCIO" be a codeword of minimal weight w() = d(C) .

Wehave

f(x)-E.Tapply
- <i) = 0 mod 92 (x). Recall ((4,g) =CKL, .

=> g(/f(x) = dag(f) = d(C) -12 deg(g(x) = 2t
. I
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McEliece encryption/decryption Coppa points Joppa polynomial
(xn

I -nuk
Gen : Public key PEFL ,

Secret key L , 94
Enc : Embed i injectively in" with weight t: mie

tu
EllEncryption : S=P - et--

z

↑ syndrome
Dec : Recover a from syndrome s using the secret key 2 , 9. . (details late)

Invest the embedding to recover i from e. y
weighto

Syndrome Decoding Problem u-k S P = S

T - (xnGiven : I el
(n-k

,
se

,
wit for McEliece-

2 -
Un

Find : 2 with whe)=w and s =P - et.



Information Set Decoding (Prange '62)

idea

: enH E pl = /Pe·Pit

=> en +R Pzieze Pis

For ez=0 we obtain en=Pis
,
and therefore the solution a = (e

,
04.

Def : We call the first n-b columns of Pan information set.

Pranges idea : PermuteP s.
t

.
the information set contains all ones of e.



as /SDPrang
n-l

Impul : Pet kn
,
seth-h

,
w=w(e) (evilz)-

z

-

z
-

① Repeat P. H. He =S

②Repeat: Choose random permutation mahix He#2"
*"

.
Let PH = ((P2) .

n-
Until P, is invertible .

Until w(Pi's) = W
. ex=Pi". s

Output : e= H . (Pi's
,
04 He= (e

,
ezl

LComplexity : ② has polynomial complexity.
n-2

① succeeds with probability tu
McEliece params

CT=( ,
M = 0 (1). zi



Grover Search (96)/Amplitude Implification ('97)

Let I be an algorithm with success probability p.

Theorem (Classical) : On expectation we run op instantiations of it until (first) success.
Proof : Expectation EIX]= # of geometric distribution with PrIX=n]= (1-p)".

p.

Theorem (Quantum) : On expectation we run quantum instantiations of it until success.
(without proof

Typical square root speedup , can
be shown to be optimal.



Prange withAmplitudeAmplification permute all weight here
ez

Prange's runtime is dominated by finding it : It(ak)
p

=Prin is good]=
McEliece : n=3488

,
k= 2720

,
w =64 = Tclassic = < =2143

Tquantum=T = 272

Note : Quantumly ,
McEliace has less than 80 bit security

(But :AmplitudeTimplification requires large quantum circuit depth)



Lee-Brickell ISD (88)

Idea: Relax the requirement that all error positions land in information set&
C

some weight outside

epepetits en= Pils +Pilee
-

OLee-Brickell als (enlez)n-k X
-

2 (e) eInput : PET )-u

1
sen,

W=W
,P P. H .He =S

① Repeat
⑪ Repeat : Choose permutation Hel

*"

.

Let (R(P2)=PH
.
UntilP invertible.

⑫ For all eze (p) ↳ BruleForce of ez
21
-

Until w(Pis +PiTiez) = w-p .

② Output e= H(P! S+PiPiez
,
ez)



Complexity : Full good)=.(d better thanPrange for pro
Lee-Brickell (d

⑭ ((p)) = (p) no cost inPrange
(Yo

①. T=-- &

-> (hp) . (Sincewa , we maximize

omitting for readability (t-kp) for the choice=O

u
C=>Minimal run time T=

(rk
- identical toPrangeC

Question : Lee-Brickell identical toPrange? What's the point ?
Well

, use
MitH instead of Brule-Force .



W-P P/2

MitM identity :·naooctrl: ent# .ez+Fly = S

T -
3 unknowns , but only I sides

Solution 1 : Remove unknowna (next slide

Solution 2 (SH) : Use approximate identity There, s Lily
locality sensitive hashing identity on all but w-p positions
(better ,

but abitmore advanced i



Leon's removal ofe (88)

Leon's C-window : Use semi-systematic form. Q: How to compute?
#1ez

(n-k)x(u-2) -

↑EnginIf Gate, wedne=s-
E(n-k-2)x(k+2)

k+2

Let G .Pz =( and s= (*) Juh-2. Thee
x(x(k+2)

(1) en = S
+ + T . ez

(2) O = S2+ B · ez (we removed the annoying en



Dume-Sten ISD (89)
w-p

Bolea : 12 , Pes I

edite = Tise
z kee

Identities : (1) Ttrieze
,
+12 - ly approximate

(2) B, ez = Sz+ Bz:z exact

Strategy : First check (2)
,
then (1) .



Duer-Stern ISD

Input : Pel
(3-2)x
se, c=we)

, paw ,
len-k

① Repeat until success
⑪ Choose permutationHe* e

We assume this is doable
,
otherwise repeat.

O Compute semi-systematic form G.PH = (Inhe( 2)
,
G . s = (2).1.

2

⑬ For all ese() : Compute L with entries (Brez
,
Cez

⑭ For all es# (E) :

↑

⑭For all (s2+B2ez ,
ez)EL : All(ez

,es) satisfying (2) .

If w(tez+Azez+ S1) = w-p , success. Satisfy also (1) ?
② Output : e-H(z+ Sn , ea,

es
21



Complexity : D PrIH is good]=he)
. (tie)
(w) candidatesin
-

⑬ I (E) = (Riekee ⑭ (e) 12) . (Reei
e

againI Keep22
. (te/2). max31,(e) ea

ME (Centea
Mc Eliece parameters : n = 3488

,
k= 2720

,
w=64

Prange for C=k=0 : T= 2143
, no memory

Optimized p = 10
,
1=46 : T= 2138M = 245

T I
5 bit save for quite heavy memory



Syndrome Decoding in the Goppa-McEliece Setting
Hall of Fame

Length Weight Authors Algorithm Date Details

1409 26 Shintaro Narisada, Hiroki Furue, Yusuke Aikawa,
Kazuhide Fukushima, and Shinsaku Kiyomoto

MMT variant 2023-
11-13

See
details

1347 25 Daniel J. Bernstein, Tanja Lange, Christiane Peters See
https://isd.mceliece.org/1347.html

for more information.

2023-
02-24

See
details

1284 24 Andre Esser, Alex May and Floyd Zweydinger MMT variant 2021-
08-16

See
details

1223 23 Andre Esser, Alex May and Floyd Zweydinger BJMM/MMT variant 2021-
05-10

See
details

1161 22 Shintaro Narisada, Kazuhide Fukushima, and
Shinsaku Kiyomoto

Dumer 2021-
01-10

See
details

1101 21 Anders Nilson Multi threads Dumer4, Gregory
Landais impl.

2020-
08-14

See
details

1041 19 Shintaro Narisada, Kazuhide Fukushima, and
Shinsaku Kiyomoto

Dumer 2020-
08-11

See
details

982 20 Noémie Bossard Mutltithreaded Dumer4, Gregory 2020-

https://decodingchallenge.org/goppa/halloffame 12.03.24, 23:28
Seite 1 von 4



Landais original implementation 07-02 See
details

923 19 Valentin Vasseur Dumer 2020-
03-17

See
details

865 18 Valentin Vasseur Dumer 2019-
11-06

See
details

808 17 Valentin Vasseur Dumer 2019-
11-06

See
details

751 16 Valentin Vasseur Dumer 2019-
11-06

See
details

695 14 Valentin Vasseur Dumer 2019-
09-22

See
details

640 13 P. Loidreau dumer4 by G. Landais 2019-
09-15

See
details

587 12 P. Loidreau dumer4 by G. Landais 2019-
09-15

See
details

534 11 Francesco Tinarelli - 2019-
08-26

See
details

482 11 Francesco Tinarelli - 2019-
08-24

See
details

431 10 Francesco Tinarelli - 2019-

https://decodingchallenge.org/goppa/halloffame 12.03.24, 23:28
Seite 2 von 4



08-24 See
details

381 9 Francesco Tinarelli - 2019-
08-24

See
details

333 8 Francesco Tinarelli - 2019-
08-23

See
details

286 7 Julien Lavauzelle Lee-Brickell 2019-
08-13

See
details

240 6 Julien Lavauzelle Lee-Brickell 2019-
08-13

See
details

197 5 Julien Lavauzelle Lee-Brickell 2019-
08-13

See
details

156 4 Julien Lavauzelle Lee-Brickell 2019-
08-13

See
details

117 4 Julien Lavauzelle Lee-Brickell 2019-
08-13

See
details

80 3 Julien Lavauzelle Lee-Brickell 2019-
08-13

See
details

48 1 Aleksei Udovenko - 2019-
08-20

See
details

20 1 Aleksei Udovenko - 2019-

https://decodingchallenge.org/goppa/halloffame 12.03.24, 23:28
Seite 3 von 4



Syndrome Decoding in the Goppa-McEliece Setting 
Details on record 14

Length 640

Challenge provider 0 - 

!

 Inria Paris

Weight 13

Vector 00000000000000000000000010000000000000000000000011
00000000000000000000100000000000010000000000000000
10000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000001
00000000000000000000000000000000000000010000000000
00000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000010000
00000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000
00000000000000000000100000000000001000000000000000
00000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000
0000000000000000000000000000000001001000

Authors P. Loidreau

Algorithm dumer4 by G. Landais

Hardware I7-2.3Ghz

Runtime 40s

Comments Theoretical work factor : 2^32 with parameters for Dumer p=4 and l = 8

Date 2019-09-15



May-Meurer-Thomae (MMT 11) compare with Dumer-Stern

Idea :

-P

·R= (Prz) representations
Allows to fix log()=p coordinates.

Identities : (1) There
,
S
,
+They approximate

(2) Bez = S2 +Bey exact

Strategy : First check (2)
,
then (1)

.



MMIT

Input : Pe
(-2)*"

,
se, c=we)

, paw ,
len-k

① Repeat until success
1 .1O Choose permutation Hel* Sel R= (P2)

.

⑫ Compute semi-systematic form G.PH = (Inhe/)
,
G . s =(2)

.

~ ReqI

⑬ For all ene() : Compute 4 = E(Bez ,ez/[Bez]p=03. pres
⑭ For all eze#t (E) : Compute (2= <(S2+Bez ,es)/[Beg]p =04 .

1.

4.-O for all (Bee
,ez , setBez ,ez) e LXLz with Bey= Sy+Bey

If w (TH(eztes) + S1) = w-weztey) ,
then success .

-

② Output : e= H(Tlez +eg) + 51 , ez+ey) <p
-

2n



Complexity : ① PrIHisgood]=Chel(Ete) elements ina↳already
Imatch in pcoordinates

⑭ Kil . Kel .2 P⑬ kattage
e

. iet marieis ene
Cel T

Here weassume thatL canbe
M =

(b) constructed in time (i) , 21 .

Exercise : ConstructaMitM for Litz , good
enougMc Eliece parameters : n = 3488

,
k= 2720

,
w=64
-

forMiliece params.

Prange for C= p=0 : T= 2143
, no memory Damer-Stern

Optimized p = 18
,
C=87 : T= 2133

I
M = 254 T= 2138

,
M = 245

Y
yet another 5bit
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Decoding Goppa Codes Exercise: Implement it .

Theorem : Let y = <te for some ec((l ,g) with we) It.
Then c can be computed efficiently .

ZiProof : We have sy(x)= = E =z Fi modele.
um itsupple)

=O

Multiplication by (the unknown) fe(x) = M(x-xi) mod g2() yields
insupple)

fe(x) · sy(x)
- ITsup i = fe() mod g(x).

um L -
unknown known unknown

We have deg(fe)=t and dog (f)= t -1. Why only 21-1 unknowns?
- IL

solve the It equations in the 27-1 unknown creffs of fe(x) and f(x) .

Factor fe(x) over#24 [x] in linear factors. Determine supple) from ai's.



Partial Key Exposure
Recall : McEliece secret key : L=En

,.. -

, n} , g(x) z#zm[x] , deg(g)=t
n=3488

,
m= 12

,
t= 64

public key : P = (IzmItt) +#tmxn tm= 768

ciphertext : c =P. et with wel= t
↑ embedding of m into (t)

Question : Can we reconstruct (4
,g) from partial information?

MotivationPartial Key Recory attack : Obtain partial information from side channels.



Secret KeyRecovery fromTel Goppa points
Theorem : GivenPetm and 1= (n,2-..,

<n) m
.
I suffices to computeg(x) ,

Then g(x) can be computed efficiently

Proof : Compute a codeword "with P. c=0. Exercise : Give an algorithm.
=> f(x) =2 T and g(x)/f(x) .

insupp(c) jesupp(a)
(ie

↑ known

Factor f(x) -#2mEx] into irreducible factors .

If there is a unique deg-t factor , output g(x).
Otherwise restart with a different codeword 2. *



Secret KeyRecovery from Em+1 Goppa points We know only points fromI.

Theorem : GivenPerman
,
[2E1

,
-..3 ,

liketmin
, Kiliter

Kirshanova, Then g(x) can be computed efficiently(May
,
122) PII

Proof : Let EPI#Emx
F
dende the projection of P to the cords inI.

Compute C'eF
* with IP]Ic =0. Again ,

how?

Expand with zeros to ce ((L ,g) having supp(c)-I.
= f(x) = Eπ(x-xj) and g(x)/f(x).

itsupp(c) jesuppl, ↑
only known<j's fromI

Find g(x) from factoring (((x) over#mEx]. e





Recovery ofRemaingPoints Exercise :Tx=b is solvable iff rank(it
-rank((b)

.

Theorem : GivenPemn
,
[21

,
-- ,n] ,
Iktm+1

, (i) iel , g(x) +#zmEx].

(Kirshemoval Then (= (nn.- ,
<n can be recovered efficiently

Proof : Let us recover ar for some reE1 ,...,n31I.

Assume for simplicity that rank (IP)i = tm
.
Solve linear equation

-r-th column ofP
[P]

=
. c = IP]r rauk(IP]1=Em

= rank(IP]Ir
Expand c with zeros to ceC(L,g) with supp(c) +[vErY .

unknown
=> I A =+ mod g(x)X-2i x-dr

itsupp(c) i known-

Compute (Eita) = a-2 mod g(x) , read ofa.



Notice : 213/



Support SplittingAlgorithm
Setting : We know all Goppa points ,

but not their order.

Example McEliece : n= 8192 = 2 = 2 => L=#m

Question : Assume that we know g(x) and L= [4
,- ,

<n)
,
canwe order L ?

Theorem (Sendrier's Support Splitting'60) : LetPe the parity check matrix of C .

Let P'= S .P .T for some invertible Se -2)x(n-4and permutationTE
Then one can (efficiently) find the permutationE*.

Proof omitted .
Nice algorithm ,but tricky analysis.



Idea of attach (knowing g(x) :

· Let Fam = Edn
,42 , ...,

Xn3
.

· Construct matrix

I kiglaz I EllH =)de...
g

O 10k) Ee
· Apply canonical embedding H =Pe

Eman

&

· Run Support Splitting on McEliece publickey PandP'to findT
· ApplyT to recover L .

Notice : Brute-Force an g(x)+F2m[x] costs (2tm) trials
.
Em= 128 . 13

Open research question : Key security ofMcEliece.



Wrap Up (Lessons Learned)
· McEliece is quite an elegant encryption scheme . If you like (linear) algebra
· Lots of Cryptanalysis in theory and practice : Prange ,

Dumer-Stern
,
MMT,

-

· Almost square root speedup quantumly ,

· Secret key security Syndrome decoding security ?

· Quite efficient Partial Key Exposure attacks.

Some advertisement : Try bochum-challenges.


